Checklist: WordPress Performance &
Security Health Check

This document will guide you through auditing and implementing key speed and security
enhancements for your WordPress site. Follow the steps sequentially to achieve the best
results.

Phase 1: Preparation & Diagnosis (Before Installing Plugins)

Before making any changes, it’s crucial to benchmark your starting point and create a safety
net.

e [ Create a Full Website Backup: Use a backup plugin (e.g., UpdraftPlus) or your
hosting provider's tools. Ensure the backup includes both your website files and the
database.

e [ ] Benchmark Your Current Speed: Use Google PageSpeed Insights or
GTmetrix. Save the report or note key metrics (LCP, CLS, FCP, fully loaded time) to
compare "before" and "after" results.

e [ ] Run an Initial Security Scan: Install Wordfence or Sucuri Scanner and run the
first scan to ensure no pre-existing threats are on your site.

e [ ] Update Everything: Make sure your WordPress core, all plugins, and all themes
are updated to their latest versions.

Phase 2: Caching & Speed Configuration
This is the most critical step for improving page load times.

e [ Install a Caching Plugin: Choose one of the recommended plugins (WP Rocket
for simplicity or W3 Total Cache for advanced control).
e [] Activate Page Caching: This is the primary function. Ensure it is enabled for both
desktop and mobile devices.
e [ ] Enable GZIP Compression: Your plugin should handle this automatically. Verify it
in the settings.
e [ ] Configure File Minification (CSS & JavaScript):
o [ Enable CSS minification.
o [ Enable JavaScript minification.
o [ Important: After enabling, thoroughly test your site's functionality (forms,

buttons, menus) to ensure nothing has broken. If something has, you may
need to exclude certain files from minification.

Phase 3: Security Hardening



Protect your website from common threats and vulnerabilities.

e [ Install a Security Plugin: Choose a comprehensive plugin like Wordfence or
Sucuri.
e [ Configure the Web Application Firewall (WAF): This is your first line of defense.
Follow the plugin's instructions to enable and optimize the firewall.
e [ ] Run a Full, In-Depth Malware Scan: Use your security plugin to perform a deep
scan of all website files.
e [ Enable Login Protection:
o [ Activate brute force protection to limit login attempts.
o [ Implement Two-Factor Authentication (2FA) for all administrator accounts.

Phase 4: Media & Image Optimization
Reduce the weight of your pages by optimizing your images.

e [ Install an Image Optimizer Plugin: Choose a plugin like ShortPixel, Smush, or
Imagify.

e [ ] Bulk Optimize Existing Images: Use the plugin's "bulk optimize" feature to
compress all the images already in your media library.

e [] Enable Automatic Optimization for New Uploads: Configure the plugin to
automatically compress any new images you upload.

e [ Enable Lazy Loading: Activate the lazy load feature for images and iframes. This
is often included in caching plugins (like WP Rocket) or image optimizers.

e [1 Enable WebP Conversion: In your image optimizer's settings, turn on the option
to create and serve next-gen WebP images to compatible browsers

Phase 5: Ongoing Maintenance Routine

A healthy site requires regular attention. Schedule these tasks to maintain peak performance
and security.

e [] Perform Safe Updates (Weekly): Check for plugin, theme, and core updates.
Always test major updates on a staging site first, or at the very least, create a backup
before updating on your live site.

e [ Schedule Regular Backups (Daily/Weekly): Configure your backup plugin to run
automatically and store the backups in a secure, off-site location (e.g., Google Drive,
Dropbox).

e [] Conduct a Plugin Audit (Quarterly): Review your list of installed plugins.
Deactivate and delete any plugins that are no longer necessary to reduce bloat and
potential security risks.

e [ ] Run Security Scans (Weekly): Schedule your security plugin to run automated
scans on a regular basis.
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